Bypassing a Server check by XOR06

Intro

Welcome again, nice to see you back! In this tutorial we will be cracking a registration from a ‘real’ program
which uses the registry, and an abnormal server check as protection. Before | come to the server check, Ill
show you how to patch the serial checking routine.

| assume that you know Olly and how to change flags etc- just basic knowledge. | have a lot of people
helping with this one so | would like to thanks my Friends in TPoDT (especially DMichael, one of my
Mentors), and Nwokiller for the great support. Do | have to say; “This is only for learning so please: if you do
like it, pay for it!”?

Remember the best way to learn is to try to Patch the program yourself first, if you don’t succeed (or if you
would like to see another approach) then read this tutorial. Have Fun!

Toolz
Olly
Crackers Tools (if you like)

Target
Internet Download Manager 6.11
You can find the target at http://www.internetdownloadmanager.com/download.html
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http://www.internetdownloadmanager.com/download.html

Investigate the Target

As this is an Internet download program start by disconnecting your internet. (This is always a good idea

when starting cracking a target). Okay, then let’s run the target. First time you start the program you will
see this:
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As you can see, no nag, it just starts by showing “Tip of the day”. Nice. Now uncheck the option “show Tips
on StartUp” so we don’t have to deal with this every time we start. Close the dialog “tip of the day” and
now you are at the main dialog.

S Internet Download Manager 6.11

Tasks File Downloads View Help Registration

olie s

P A X

o5 W o N

= - 1 ‘ - 2
Delete C...  Options Stop Qu... Grabber TellaFi

Add URL Stop

A
Resurne Stop Al Delete

Categories X | File Name Q Size
-3 Al Downloads
i (B0 Compressed

Scheduler  Start Qu...

Status Time left Transfer rate LastTry... Description
i (T8 Documents
L Music

i (12 Programs

i (1 video
(-(32 Unfinished
+1-(34 Finished

(@ Grabber projects
(-175) Queues

i

I think it’s obvious, that we need to go to the menu “Registration”, but before we do that let’s take a look in
the menu “Help”. Choose the “About IDM” dialog. Now you see this:



@ Internet Download Manager 611

o |[@]=]
Tasks  File Downloads View Help Registration
\Y o, Fe 2N 1 N
3 T £ 4
«A§ (& Aboutintemet Download Manager =8 i\‘ = %3 &
- ) i
AddURL  Resumne Stop @ Internet Download Manager Stop Qu... Grabber TellaFi
Z WVersion: 6.11 Build 8 (Jun/07/2012) Trial
Categories X | File Nam| ¢ ) te LastTry... Description
-3 All Downloads Check for Update
Ce d
i @ o This product is licensed to:
+([E] Documents
() Music Unregistered Version
(B Programs
i Walr‘\ing fﬁis cumpulér program i§ pvotécléd i:y copyli‘g‘hi laws anci =
&j Finished 5 international treaties. Unauthorized reproduction or distribution of this
(# Grabber projects program, of any portion of it, may result in severe civil and criminal
i) Queues penalties, and will be prosecuted to the maximum extent possible under
law.
Home Site: hittp: /A com
Support Team: ir ntact_us. html

Close

Ok- “Unregistered Version” and “Trial”; | think we can assume that they would be changed, if we're

registered right. (You could start your point of attack there, but I'll always attack from the Registration
dialog.)

Close the About dialog and choose the “Registration” menu and click “Registration”
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Before you start to enter your info, try to click on “what is the “Serial number” maybe it shows something
exciting. Now this pops up:

0 Internet Download Manager 611
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= @ All Downloads
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Well Well, look at that- it show us the format of the Serial! Without debugging we now know that the serial
looks like this “XXXXX-XXXXX-XXXXX-XXXXX"



Return to the Registration dialog, enter your info and a dummy Serial in the format you just found

@ Internet Download Manager 6.11 = W
Tasks File Downloads View Help Registration
: L1 N &) A
: ¥ /& ) 4‘ ~ = wg
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-7 All Downloads and push OK button
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(2 Unfinished ) @9
(34 Finished Serial number | 11111-1111141111-11111]
i-(f Grabber projects
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7 Queues What is the "Serial number""?
[ 0K ] l How to License ] I Cancel
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Hit the ok button and, yeah you guessed it, the bad boy pops up.
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When you press the “Ok” button, you will return and the info is still in the box. Okay, that is all we need to
know now, let’s find the patch. Close the target and check that the icon is gone in the system tray.



Finding the Serial check Patch

Fire up Olly and load the target. If you try to use the old search-for-the-string trick, you will see that it won’t
work on this target- it just gets you to a call table. So let’s us do something else. Run the target in Olly, go to
the ”Registration” dialog and enter the Dummy info again (remember the correct format on the serial) and
press “Ok”. You should now see this again:
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Okay now there are many ways to go from here but the easiest to explain is this; press “Pause” (or F12) and
chose “Execute till user-code” (or ALT+F9). Now press the “Ok” button and BAM, Olly breaks here:

SHORT 10Manfor . BASAEFE
I0Man f or. GEEEEEZA

SHORT _10Manfor . BASAEF G|
\JMF SHORT IDManfor . BESAEF 12

| . sE ______|POP ESI

As you can see, this is right after the MessageboxA, which just called our bad boy. So now step (F8) down
and over the RETN 0C command, so we can return to where this is called from. Then we land here:

nfor. 0ASEA385

SHORT IDManfor. 0B4E3E

T0f1anFor. DBEEIBAC.

RT IDManfor.B@4E3B40

" IDHanfor. DASEA3S
I0Man f or. ADE6IBAC
RT I0Manfor. 0G4E3E4E

nfor. 00SEA3ES

RT IDManfor.B64ESED1

PUSH_ IDManfor.@@6690AC
P IDManfor. B4E3B3]

SHORT I0ifanfor, BGAE3CS?.

In a large routine, could this have something to do with the “check-serial-routine”?. Well the bad boy is
called from here, so let’s scroll up to the top of the routine and place a BP here at 4E39F0:



ERX, I0Manfor. BASFCD18

SH_IDManfor.@85D3C1S

Let Olly run again (F9) and you will be back in the “registration” dialog, and it is still filled with your dummy
info. Press “Ok” again and you will see that we break at our newly set bp.

Start stepping down through the code, all the way through all the MOV commands (if we should have made
a keygen for this we should have stop here in the MOV commands to see what it does, but that is not the
purpose of this tutorial). After all the MOV commands, you end here:

BASBA3SS

ORT IDManfor.904E3E40
C¥, L.67]

lan f or . BB6698AC
T I0Manfor.04E3B40

A test command, and look in EAX the length of our First Name (in hexdecimal: if you like, you can convert it
to decimal with Crackers’ tool). So this tests if we have entered some info in the “First Name” field, and if
we have not it will not jump. But we have, so it jumps, and after some push command you will see at
4E3B6D another TEST command and yes, look in EAX: the length of our “Last name” info and jumps if
empty.

I think, you get the point by now. There will be two more checks to see if we put some info in the last “to”
field. The test for the “Email” field is the one at 004E3B94 and the test command for Serial number Field is
004E3BBC. Step all the way down to that test and let it jump as it did the 3 other times. Now you should be
here:



JNZTSHORT 1DManfor. 9B4ESE01

Please enter |
First

»»»»» E PTR DS:CESI Last

SHORT IDManfor. GB4E3E03

Ok, now we enter a smaller routine. As you can see here it moves 20 into DL and the next line compares it,
so step down to the compare and take a look in the information window in Olly:

OL=2@ (" "]
Stack SS:[EE12A3481=31 ("1")
Jump from BE4E2C35

You may say, “Hey, it compares our serial’s first letter with ‘nothing’, and if it is not equal then it jumps ”,
but that is not correct. Olly shows you what DL is and it’s “ “, but that is because 20 is “Space” in Ascii. So
what this routine does is to check if you, by accident, has press the “Spacekey” before the code. (This
usually only happens when copy/pasting the serial code). If you step one time, you will also see that we
jump because we have not pressed the Spacekey before our code. Ok, step about six times and you should
now be at then JNZ on 004E3C47

OR TR OS: [6959ES]
I0Manf or . BESESEAC
I0Manf or. BE4ESES]

Here if we do nothing it jumps, but is that right? If you click the next line and look into the information
window, you'll see the string to the bad boy and if you click on the jump on 004E3C56 and follow the jump
(hit enter), you'll see that it goes up to one of the places we have tried to avoid earlier. So just let Olly jump
and end right before a small routine again:

If you step down to 004E3C6B and look in the information window can you see what it does?



BE4ESCEG
BE4ESCEE
BE4EICES
BE4ESCEH
BE4ESCSE
BEAEICT2
BE4ESCY4
BE4ESCYR
BE4ESCYD
BE4ESCYF
HEAESC2]
BRE4ESCER
BE4ESCE4
BE4ESCER
BE4ESCE0
BE4ESCIS
BRAEICO4
BE4ESCSS
BE4ESCIF
BR4ESCAZ
BE4ESCAG
BE4ESCAT
BE4ESCAD
BE4ESCAE
BE4ESCAC
BE4ESCAF
BE4ESCEL
HEAESCES
BE4ESCET

]

4
289480 YEFFFFFF
75 19

S0B0 FCFFFFFF
2309 FF

388480 TEFFFFFF
EE CE
2095 FCFFFFFF

2
EZ S22CABEE
S0OED FCFFFFFF
2302 FF

#OR ERX,EAX
REPNE SCHS EYTE PTR ES:[EDI]

CHP BVTE PTR S5: [EEP+ECH— 85] DL
JHZESHORT I0OMan f or. BA4E2C

LER EOT, [LOCAL . 331

OR ECH, FFFFFFFF

Z0R_EA%,EA

REPNE SCHS EYTE FTR ES:[EDI]

MO BYTE PTR 55: CEBP+ECH-! 85] AL
JHMPSHORT IDOMan f or . GA4E2CE

LEA ED:, [LOCAL. 221

FIUSH ED%

CALL IDManfor. AASS7O2E

ECK, 17

SHORT 1DMan for. BA4E3C4S

CL,BYTE FTR 55:[EEP-FF1
EYTE PTR SS:[EBF- 111, AL

AL, 20

OL=z2@ (" "]

Stack S5:[BE12ASEDI=31 ("17)

Yes, that is correct, it checks if there is a “spacekey”. Press F8 after the serial, and since we have not done
that, it jumps on the next line down to 004E3C8D. Now step down to 004ECAF:

BB4E3CHF
BR4ESCEL
Ba4ESCE4
Ba4ESCET
BE4ESCES
HE4ESCEE
HE4ESCED
EE4ESCCE
EE4ESCCE
EE4ESCCE
BE4ESCCTY
Ba4ESCCE
Baa4EZCOL
Baa4EZCODS
Ba4ESCOG
BB4ESCD?

e m e m o mom oo s

S3F2 17
TS 9%
2A40 21
2245 EF
E@ 20
SACE

75 EA
2845 37
rE HE
2245 20
74 G4
CedqS EF A1
SDBS TCFFFFEF
2040 OC
5@

51

ECx, 17

SHORT IDManfor. 984E3C49
CL,EBYTE PTR 5%5: [EBP-FF]
BVTE PTR 55: [EBP-111,AL
MO AL, 20

CHF CL,AL

SHORT IDMan for. BB4ESCCT
BVTE FTE 55: [EBF-731, AL
SHORT IDMan for. BB4ESCCT
CHF BNTE FPTR S2: [EEP-721, AL
JE SHORT IDMantfor., BE4ESCCE

MOL BYTE PTR S5: [EBP-111,1

LEA ERX, [LOCAL. 331

L
LER ECH, [LOCAL, 91
FUSH ERY
PUSH ECH

Take a look in ECX. There you now have the length of our serial (hex 17= 23 dec.). Here the target checks to
see if the Serial we put in has the right length and jumps if not. As we already know the format of the serial
and the length, Olly will not jump. Step down to CMP CL,AL and look in the information window:

3ACS

75 oA

3845 &7

3845 8D

74 B4

845 EF 61
5085 7CFFFFFF
2040 OC

Sa

P

P

VIS

51

ES 23120808

8055 82

3045 CC

=74

5@

ES 14120B00

3040 88

6R 85

BDES D4

51

52

ES 85120800
5 SE

6R 85

§D4D =)

S
58 F&110B66

SHORT Iﬂﬂgnfor BA4E3CCT

UR EAX, LLOCAL. 331

LER ECX [LOCAL. 2]

PUSH EAX

PUSH ECX

CALL IDManfor.88594F0a
EQHEgX , DWORD PTR SS: CEBP-7E]
LEA EAX, CLOCAL.13]

USH EDX

PUSH

ERX
ALL IDManfor. 805‘34FGB
SER ECX, [LOCAL. 321

US|
LEA EDX, [LOCAL.11]
PUSH ECX
USH EDX

ALL IDManfor. B8534F0a
SER ERX, DWORD' PTR §5: [EBP-72]

L
.Eg ECX CLOCAL. 241
PUSH CX
‘QLL IDMan f or. BBS94FAG
DI.ED

D
HMou
Moy

Moy
MOU

MOU CLOCAL
OR ESI,
CHP ESI,
JGE SHORT IDManfor.@@4E3DSE
iy TR SS: [EBP+ESI-24]

10U DL,
O ECHIFEFFFFRE
R_ERK ERY

P EAR, 24
30 SHORT I0Manfor. 0pdE

= 304
CHMP BYTE_PTR DS: [ERX+69SIZC] DL
JNE EEDRT IDManfor.@a4E3054

Ay =1
JE SHORT IDManfor.@@4E3D57
LEQ EDX, DWORD PTR DS: [EDI+EDI*S]
D ECX EDI

This compare command, the CMP on 0043CBD and on 0043CC2, checks if there is the 3 “-“ in our serial as

there should be. But again, thanks to our good study of the target, we know we have the 3

“ o u

, so let’s just

step over them. You can step all the way down to 004E3D24, because the code until that just splits our

serial up in 4 segments with 5 digits in each. It does that to prepare itself for the now coming serial

checking routine.



CHF ESI.E
JGESHORT _I0Man for . BE4E3)

SHORT IDManfor. BE4E S

EF

JGE SHORT IOManfor.BE4E3099

Okay, let’s talk a little about this. This is what it prepared itself for. If you scroll down you’ll see that this
routine is used 4 times; one time for each piece of code, and it does the same. It calculates the value for the
right code and saves it for a later compare. Nothing will happen here that we need to think about for
patching, so let’s set a bp after these 4 routines on the first Test right here:

Man f or. BA4E3EEE

Now you can step past all of these tests until 004E3E76:

JHE SHORT IDManfor. BE4ESESD
\JE SHORT I0OManfor. BE4ESESS

\JE SHORT IOManfor. #@4EIESS

I0Manf or . AREESEAC
MR I0Man for . BA4ESE42

I0Manf or . BREESEER

\JE SHORT IOManfor.@@dESECS

Let’s think a little. Why do | stop here? Well, that’s because if this jumps we can’t avoid the JMP at
004E3E99. And why would | like to avoid that? First, because it jumps back to a badboy, but also if you look
after the JMP you’ll see that there is a call to RegCreateKeyExA . That must be the right way, but why
should it open the registry if we enter a wrong serial? It only makes good sense to open the registry if it
thinks we have entered a correct serial and now is preparing to write it in to the registry.



Place a bp here and change the flags so it does not jump. The next JNZ at 004E3E7A will not jump so just
step over that. Then we come to JE on 004E3E81. Here Olly will not jump, but we just found out that we
need to avoid the JMP command at 004E3E99. Place a bp and change the flags so we jump.

Press F9 and now the target runs without the Badboy showing!! If you try to choose the Registration menu,
you’ll see the “Registration” is grayed out. Try to choose the about dialog and you’ll see this:

& Internet Download Manager 6.11 [= @[]

\

Tasks File Downloads View Help Registration

2 _ \ Y o, oy ' . \»‘ ™ i
L8} 4 & About Internet Download Manager @ 5 \‘ i M N::
—~ Y 7
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The XOR06
e
[]E; Unfinished B 5 - —— -
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Support Team: internetdownloadmanager. com/contact us.html
< 1 »

Click “close” and return till Olly and lets us make the serial check patch

Applying the Serial patch

In Olly, go to the first bp (open the bp list and click)

BA4EZIET L a3 COE

BAJEZETZ F7F2 IDIL ECX

OR4E2EF 4 2502 TEST EDX.EDX ID0Manfor. Mody LeEntryPoint >
TS BE JHE SHORT IDManfor, BR4EIESS
BRAEZEYS - | B5FF TEST EDI.EDI

BE4ESEFA -w| 74 @v JESHORT IDManfor. @B4ESESS
BA4ESEFC - | 8R45 EF MOU AL.EBYTE PTR S5:[EBP-111
BAJESETF - | B4CE TEST AL,AL

74 18 JE SHORT TOManf or-. AE4E3E99
2B1E ESR2e000 MO ED:, OWORD PTR_DOS: [E959ES]
SB40 C2 ngHESX. CLOCAL. 141

A a6

68 ACOBGCEE FUSH IDManf or . BEGEI0AC RSCIT "Internet Download Manager™
52 FUSH EDx I0Manfor. <Modu leEntryFoint >

ES RA3FCFFFF JHMPC IOManf or. BE4ESES 2

2045 4 LEA ERH, CLOCAL. 153

ER i Clicu T RV PO D

The first INZ on line 004E3E76 could just be NOPed out, but then we should also change the JE to a JMP.
Instead we could just change the “JNZ SHORT 004E3E83” at 004E3E76 to “JMP SHORT 004E3E99”, so let’s
do that and save the changes to file. (Actually, you can make the target jump to 004E3E99 before it checks
the format on the serial- you can play with it if you like.)

Run your new file and you'll see that it runs fine.



Going Online
Now, when you’re sure the program works offline, Connect to the net. We now try to provoke the target to
make a server check so we can patch it. Open your browser, download a file, and open the about box again

on your program to provoke the target to make a server check.

(If all other attempts fail you can cheat and open the program in Olly. Goto 66C910 in the dump and change
the byte from 1 to O save it and restart the target).

Finding the First Server Check

You now should have seen this nag

Internet Download Manager has been registered with a fake Serial
Number or the Serial Number has been blocked. IDM is exiting...

If you try to go offline, you will find out that it now does not work even if you’re online. So let’s open the
target in Olly again. Run it and the Nag appears. Let us use the same trick as on the badboy from the serial
check. Pause Olly, Press ALT+F9 (Execute till user-code) and Click Ok and, BAM, Olly breaks here:

Olly breaks again right after the MessageBoxA (showing the nag) but how did it come here? Look at address
0043CADA4. Olly shows us that a jump ends here and right before, at line 0043CACF, there is a jump “back in
the code”, so we can only come to this code by a jump that ends at 0043CADA4. Click on it and look in the
information window where it comes from and follow it. You should be here now:

WJE_SHORT IOManf or.BE45C975
I0Manf or. @BEE021C

JE

JE SHORT IDManfor. B843C954

SHORT 10Manfor, BA43C60
I0Hanf or. BEEE01A

JE_SHORT IDManfor. 8430960

JE SHORT IDManfor.@943C973

IDManf or. A84302324

JE SHORT IDManf or. 80430952

«JH SHORT IDManfor.B8430982
v rFF2485 OCOZ43AA | JMP OWORD FTR 0S: [ERR#4+d30200C 1




The only jump to get past this is that JA on 0043C999 but if you change that It just goes to the registration
dialog. Now use your brain; the command on 0043C99B: JMP DWORD PTR DS:[EAX*4+43D2DC]

Where does this JUMP command jump to? It is not a constant address,;it uses EAX to calculate where it
should go. So if we changes EAX it should go some place else right?

Then again take a look at the JE on 0043C987. It jumps if EAX (again it is EAX who decides) is Zero, and here
is what it jumps over; “MOV DWORD PTR DS:[694D2C],1”

That looks like some kind of a pointer to me, let us take a look. Set a bp on that (j.e. on 0043C987) and
restart the target.

(Do you understand that because both a pointer and the jump to the Nag, as well as the switch, is being
decided by EAX? It has awaken my interest. Now | must see if the JE is taken or not because | don’t know if
the pointer should be 0 or 1. Thereafter, I'll trace in to find where it sets EAX but I’ll wait until | know what
the pointer should be. Remember, only if EAX is ZERO will it jump past the pointer).

i o oo LI LA Lt LR It L S L LU S - amEL

» EA @1 FUSH 1 [Flr'gl = BBBBBBBI
EZ AEEIEEEE CALL IDManfor.@8@d4202326 I0Man for. BE4202326
=] MOU EDI, ERX
2204 B4 AOO ,

2970 EC MOL DWORD PTR SS5: [EEP-141,EDI
SB4E EC MOU_ ER, DWORD PTR S%: CEEP-141
BECA TEST ER, ERY

T4 BR JE SHORT IDManfor.B643C333

o LC?BS 20406966 @if MOU DWORD PTR OS: (6340201, 1

¥ %EEB45 EC HEIU ERX DlLIDRD FTR 55: [EEP-14]
83F8 ar Switch (cases B..7)

. H SHDRT I0Man f or . BA4ECIEZ

BE43CIE . FF2485 DCDZ2428A [ JMF OWORD FTR OS: [ERX#4+43020C] IDMan for. Ba42CA04

Well, it does NOT jump, so we can assume that the pointer should NOT be 1. Okay, then we need this to
jump and we know it only does that if EAX is zero, so let’s go into the call at 0043C975 where it sets EAX.
Look after what EAX is now. It is 3. Now we know what to look for in the call. Set a bp on that call and
restart. (You cannot check it by changing the flags because that will only change the pointer, not the
destination address for the jump.)

Olly breaks at the Call. Press F7 (step in) and you get here

S PUSH EBP
BEC HUU EBP ESP

1
430323 A FF
43032 3 1B645CH0 USH IDHanFor BASCE41E SE handler installation
43032A 4:A1 00008 | MOV EAX, DWORD PTR FS:[@l
430338 a3 USH_EAY
430331 4: 8925 0AAREAAG| MOU DWORD PTR FS:([81,ESP
430338 1EC AB@46008 SUB ESP, 4R8
43D33E 3 PUSH EBX ADVAPI3Z2. 7SFE7E18
43D33F 6 PUSH ESI
4303408 7 PUSH EDI kernel32.GetProcAddress
430341 302 #OR EDX, EDX ntdlLl.KiFastSystenCal IRet
430343 . 2DB ®OR BL,BL
430345 . 965 F@ MOYU [LOCAL.47, E P
430342 . 955 B2 MOU CLOCAL. 18] ntdll.KiFastSystemCal [Ret
43034B 350 DE MOU BYTE PTR SS [EBP-22] BL
43D34E 250 DF MOV BYTE PTR SS:[EBP-211,BL
430351 250 E7 MOU BYTE PTR_SS: [EBP-19] BL
430354 955 FC MOU [LOCAL.13,EDX ntdll.KiFastSystenCal [Ret
430357 745 B4 6C74SEDG| MOU [LOCRL 191 IDManfor. BESE746C
43035E 9 46668000 U ECH,
430363 X ERX, EFI
430365 DED SBFEFFFF LER EDI, CLOCAL.96]
43D36E . 245 88 1MoU BYTE FTR S5:[EBP- 281, AL
43D36E . 3:AE REP STOS DWORD PTR_ES: (EDI]
430370 . 8B@D 745369008 MOU ECX,DWORD PTR DS:[6953741
430376 . 8045 EC LEQ EAX, [LOCAL.5]
430379 . Sa H EAL rpHandle = BOOGEEE1
43037A . A 81 PUSH 1 Access = KEY_QUERY_VALUE
43D37C . 2 PUSH EDX Reserued = ??285 04
430370 . 1 Subke: Vg
43037E . S 82600020 PUSH SBBBB B2 hKey = HKEV LOCRL_HQCHINE
4303832 . Ce45 FC 81 MOV BYTE PTR_SS: [EBP-
430387 . FF15 823085008 CALL DWORD PTR DS: [(&RDURPIBZ RealpenKeyExA>] LRegOpenKeyExA
430320 . BSC! TEST EAR, EAX
43038F . BF U EDI,
430394 .v BFSS A20ABA0E JNZ 1DMan for . 00430442
430397 . ©SBB0 20536908 MOU ECX,DWORD PTR DS: (635380
4302A8 . ©B8B35 @4005008 NUU ESI DUORD PTR DS: [<&RDURP132 ReglueryValueEsA>] ADVAPI32.RegluerylalueExA
43D3A6 . BDSS ES LEA El [LOCAL.&]
43D23A2 . 8D85 4CFEFFFF LER EFIX [LOCAL. 1831
4303AF 52! PUS| rrBufSize = ntdll.KiFastSystemCallRet
4303EG . ©8BSS EC May EDX.[LOCQL.S]
4303632 . 50 PUSH ERAX Buffer = 0BAAOOEA1
4303E4 . ©6A 83 PUSH @ pUalueType = NULL
430386 . 6A 6@ PUSH @ Reserved = NULL
4303E3 . 51 PUSH ECX UalueName = "r\z@4"
43D3E9 . 52 PUSH EDX hKey = 77285CD4
4303EA . 8970 E8 MOV [LOCAL.&],EDI kernel32.GetProcAddress
43D3ED . FFD& CALL ESI LRegluerylalusExA
43D3BF . B5Ca TEST EAX, EAX
: ngé -~ 75 82 JNZ SHURT IDManf or. 884303CS
4303C5 5 3815 7C536900 NOU EDX.DNORD PTR DS:[&9537C]

Now scroll down. We are looking for a something like MOV EAX,3 and then a RETN command (because we
know EAX was 3 after the call). Keep scrolling- it is a long Routine, until you come here:



Ba4300ES

ROVARPIS2. PEFG6PIE4
IDManf oo« BE4309FA
EE I0Manf oo BE42309FH
EE IDManf or. 3842C37A
EEEE

= IDManf or. BE43C9FH
BE4200CE . 3

There at 0043DDB9 set a bp and see if Olly break there when you run the program. BAM, Olly breaks

EZ B36EEAEG

Now you know EAX should be 0, so let’s change the code so it moves 0 into EAX instead of 3. Press space
and change the code to MOV EAX, 0. Hit “Enter” (and thereafter press “Cancel”), then press F9. Yes! The

target starts and now you can feel joy for about 4 sec. before a new nag pops up:

Internet Download Manager has been registered with a fake Serial
MNumber, Be aware that the cracked product may work incorrectly and
download files with errors, Thus we advise you to purchase the
full-featured product.

A new Server check FFS!! Do not panic we will kill this one to

Finding the Second Server Check

Let’s use the same approach as at the first nag. Pause Olly, Press ALT+F9 (Execute till user-code) and Click

Ok and BAM Olly breaks here:

IDMan . BEEE0BES

IDMan . BE4 2EQ2E

IDMan . BESA0TFD

. BEB4E 1C MOU EC:, DWORD PTR DS: CEBX+1C]

IDMan . BE44 PECT

You can see we now are in a switch. Scroll up and let us see where this is called from. Keep scrolling and
you come to this



IDMan . BA4SEETD
IDMan . 88447600

I0Man . BB45BEFE
P IDMan.@@4472C0

aa44B3C0 # BC745 BC 6C74SEQH » I0Man . BESE7 460

Case 146F of switch BE445R2C

Now make a search for constants for this case (146F) and press “Ok”

Hexadecimal

|5231

Signed
Unsigned |5231

I~ Entire block

|

Cancel

You only find this one hit:

BR4EIETE . E8 EFLl4BEGn FUSH 146F [| wraran = 146F

Hmm, and how did we come here? Look at 00451E6D: “Case 6F switch 00451A03". So let’s once more
search for the constants, but this time when you find the first hit, right-click and chose “find reference to

immediate constant”. Look here:

' i References in IDMan:.text to constant SEi

Address

BE44ET17
BE44E248
BE44EECE
80447476
BR4S1E7E
88458817
BE47B224
BE4EBEZE
BO4EBAT
BA4ECI4
BA4ED3ICT
BES28ERT
BEEIFI0E
BECIFEIE
BOSIFSED
BASIFIAS

PUSH &F

PUSH &F

PUSH &F

HOU EYTE PTR SS:[EBP-41,6F
PUSH &F

PUSH &F

oY BYTE PTR DE: [ECKI, &6F
oY BYTE PTR SE: [ESP+EF]1, 0L
HOU BYTE PTR SS:[ESP+&F]1, 51
HOU BYTE PTR S5:[ESP+&F1,CL
HOU BYTE PTR S5:[ESP+&F1,BL
Moy BYTE PTR S5: [ESP+381,6F
CHP ESI,&F

PUSH &F

CHP ESI,&F

CHP ESI,&F

|pizassenbly



Here we have many hits but we will only look into the “Push” 6F, so set a bp on all the “Push 6F”. Restart
the program and run it. (Before running the program again, remember to apply the patch for the first
server check). Bam Olly breaks.

©_0 - main thr mb0dule IDMan

1D0Man . BES3EF 40
1DMan . @BSISFSA

10Man . ARSI4E IS

SHORT 1DMan . 0445EEE

|- A EF FUSH 6F || TimerIn = &F t111.)

This could be the badboy . Can you see that SetTimer call? This is where it sets the timer for the bad boy, so
we would like to avoid this. There are two SetTimer calls here, so it would be weird if it was the JNZ on
00445EBE between the SetTimer calls. We should change this because we don’t want any timer around the
bad boy to be set, so let us scroll up a little.

eososess  ||.o7ae0 | ot sommn.omssseoz |

10M=n . BEEI4E

E0445EEE SHORT IDMan. BA445EES

Here at 00455E63 is the first JE we come to, before any of the SetTimer Calls, and if you follow it, you'll see
it jumps to 00445ED2 right after the SetTimer Calls! It must be it.

You could place a bp on this JNZ at 00445E63 and restart Olly, but then you will be disappointed because
Olly doesn’t break there. That is because Olly will jump at 00445E5F, right over our JE at 00445E63. (I was
not sure when | ran the target the first time so | just placed a bp oat 00445E5F, 00445E61 and 00445E63 to
be sure to break.) Place a bp oat the JMP 00445E5F and restart Olly




The Final Patch

We know it should not jump here, so we could just NOP this JMP at 00445E5F and make the JE at 00445E63
to a JMP. Then the program will always jump over this SetTimer call for the last bad boy.

(There are lots of ways to do it. Again you could also just make the Command “JMP Short 00445E65” to
“JMP Short 00445ED2”, but it is a little more risky.)

Save the first and second server check patch to the file and you did it!!

So allin all we made these patches:

Serial patch at: 004E3E76 Change “JNZ SHORT 004E3E83” to “JMP SHORT 004E3E99”
Sever Check patch at: 0043DDB9 Change “ MOV EAX,3"” to “MOV EAX,0”
Sever Check Patch 2 at: 00445E5F “JMP SHORT 00445E65” to “JMP SHORT 00445ED2”

Final Notes

Yeah that is it, you can run the program without the nags from the server check and you can still check for
updates. Many server check are bypassed by changing the Http:// address they are pointing at, but then
you normally can’t update. With this approach you can do it all.

For questions and discussion regarding this tutorial and other interesting stuff go to R4ndom’s forum:

http://www.thelegendofrandom.com/forum/index.php

Thanks for now..

-XOR06
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Random for showing me the light again
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The TPoDT team

Without these guys this wouldn’t be possible.
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