
Bypassing a Server check by XOR06 

Intro 
 

Welcome again, nice to see you back! In this tutorial we will be cracking a registration from a ‘real’ program 

which uses the registry, and an abnormal server check as protection. Before I come to the server check, I’ll 

show you how to patch the serial checking routine.   

 

I assume that you know Olly and how to change flags etc- just basic knowledge. I have a lot of people 

helping with this one so I would like to thanks my Friends in TPoDT (especially DMichael, one of my 

Mentors), and Nwokiller for the great support. Do I have to say; “This is only for learning so please: if you do 

like it, pay for it!”? 

 

Remember the best way to learn is to try to Patch the program yourself first, if you don’t succeed (or if you 

would like to see another approach) then read this tutorial. Have Fun!  

Toolz 
Olly 

Crackers Tools (if you like) 

Target 
Internet Download Manager 6.11 

You can find the target at http://www.internetdownloadmanager.com/download.html 

Index 
Intro ................................................................................................................................................................... 1 

Toolz .................................................................................................................................................................. 1 

Target ................................................................................................................................................................. 1 

Investigate The Target ....................................................................................................................................... 2 

Finding the Serial check Patch ........................................................................................................................... 5 

Applying the Serial patch ................................................................................................................................. 10 

Going Online .................................................................................................................................................... 11 

Finding the First Server Check ......................................................................................................................... 11 

Finding the Second Server Check .................................................................................................................... 13 

The Final Patch ................................................................................................................................................ 16 

Final Notes ....................................................................................................................................................... 16 

Thanks to: ........................................................................................................................................................ 16 

 

http://www.internetdownloadmanager.com/download.html


Investigate the Target 
 

As this is an Internet download program start by disconnecting your internet. (This is always a good idea 

when starting cracking a target). Okay, then let’s run the target. First time you start the program you will 

see this: 

 
As you can see, no nag, it just starts by showing “Tip of the day”. Nice. Now uncheck the option “show Tips 

on StartUp” so we don’t have to deal with this every time we start. Close the dialog “tip of the day” and 

now you are at the main dialog. 

  

 
 

I think it’s obvious, that we need to go to the menu “Registration”, but before we do that let’s take a look in 

the menu “Help”. Choose the “About IDM” dialog. Now you see this: 

 



 
 

Ok- “Unregistered Version” and “Trial”; I think we can assume that they would be changed, if we’re 

registered right. (You could start your point of attack there, but I’ll always attack from the Registration 

dialog.) 

Close the About dialog and choose the “Registration” menu and click “Registration” 

 

 
 

Before you start to enter your info, try to click on “what is the “Serial number” maybe it shows something 

exciting. Now this pops up: 

 

 
 

Well Well, look at that- it show us the format of the Serial! Without debugging we now know that the serial 

looks like this “XXXXX-XXXXX-XXXXX-XXXXX”  



 

Return to the Registration dialog, enter your info and a dummy Serial in the format you just found  

 

 
 

Hit the ok button and, yeah you guessed it, the bad boy pops up. 

 

 
 

When you press the “Ok” button, you will return and the info is still in the box. Okay, that is all we need to 

know now, let’s find the patch. Close the target and check that the icon is gone in the system tray.  

  



Finding the Serial check Patch 
 

Fire up Olly and load the target. If you try to use the old search-for-the-string trick, you will see that it won’t 

work on this target- it just gets you to a call table. So let’s us do something else. Run the target in Olly, go to 

the ”Registration” dialog and enter the Dummy info again (remember the correct format on the serial) and 

press “Ok”. You should now see this again: 

 

 
 

Okay now there are many ways to go from here but the easiest to explain is this; press “Pause” (or F12) and 

chose “Execute till user-code” (or ALT+F9). Now press the “Ok” button and BAM, Olly breaks here: 

 

 
 

As you can see, this is right after the MessageboxA, which just called our bad boy. So now step (F8) down 

and over the RETN 0C command, so we can return to where this is called from. Then we land here: 

 

 
 

In a large routine, could this have something to do with the “check-serial-routine”?. Well the bad boy is 

called from here, so let’s scroll up to the top of the routine and place a BP here at 4E39F0: 



 

 
  

Let Olly run again (F9) and you will be back in the “registration” dialog, and it is still filled with your dummy 

info. Press “Ok” again and you will see that we break at our newly set bp. 

Start stepping down through the code, all the way through all the MOV commands (if we should have made 

a keygen for this we should have stop here in the MOV commands to see what it does, but that is not the 

purpose of this tutorial). After all the MOV commands, you end here: 

 

 
 

A test command, and look in EAX the length of our First Name (in hexdecimal: if you like, you can convert it 

to decimal with Crackers’ tool). So this tests if we have entered some info in the “First Name” field, and if 

we have not it will not jump. But we have, so it jumps, and after some push command you will see at 

4E3B6D another TEST command and yes, look in EAX: the length of our “Last name” info and jumps if 

empty.  

I think, you get the point by now. There will be two more checks to see if we put some info in the last “to” 

field. The test for the “Email” field is the one at 004E3B94 and the test command for Serial number Field is 

004E3BBC. Step all the way down to that test and let it jump as it did the 3 other times. Now you should be 

here:  



 
 

Ok, now we enter a smaller routine. As you can see here it moves 20 into DL and the next line compares it, 

so step down to the compare and take a look in the information window in Olly: 

 

 
 

You may say, “Hey, it compares our serial’s first letter with ‘nothing’, and if it is not equal then it jumps ”, 

but that is not correct. Olly shows you what DL is and it’s “ “, but that is because 20 is “Space” in Ascii. So 

what this routine does is to check if you, by accident, has press the “Spacekey” before the code. (This 

usually only happens when copy/pasting the serial code). If you step one time, you will also see that we 

jump because we have not pressed the Spacekey before our code. Ok, step about six times and you should 

now be at then JNZ on 004E3C47 

 
 

Here if we do nothing it jumps, but is that right? If you click the next line and look into the information 

window, you’ll see the string to the bad boy and if you click on the jump on 004E3C56 and follow the jump 

(hit enter), you’ll see that it goes up to one of the places we have tried to avoid earlier. So just let Olly jump 

and end right before a small routine again: 

 

 
 

If you step down to 004E3C6B and look in the information window can you see what it does? 



 
 

Yes, that is correct, it checks if there is a “spacekey”. Press F8 after the serial, and since we have not done 

that, it jumps on the next line down to 004E3C8D. Now step down to 004ECAF: 

  

 
 

Take a look in ECX. There you now have the length of our serial (hex 17= 23 dec.). Here the target checks to 

see if the Serial we put in has the right length and jumps if not. As we already know the format of the serial 

and the length, Olly will not jump. Step down to CMP CL,AL and look in the information window: 

 

 
 

This compare command, the CMP on 0043CBD and on 0043CC2, checks if there is the 3 “-“ in our serial as 

there should be. But again, thanks to our good study of the target, we know we have the 3 “-“, so let’s just 

step over them. You can step all the way down to 004E3D24, because the code until that just splits our 

serial up in 4 segments with 5 digits in each. It does that to prepare itself for the now coming serial 

checking routine. 



 
 

Okay, let’s talk a little about this. This is what it prepared itself for. If you scroll down you’ll see that this 

routine is used 4 times; one time for each piece of code, and it does the same. It calculates the value for the 

right code and saves it for a later compare. Nothing will happen here that we need to think about for 

patching, so let’s set a bp after these 4 routines on the first Test right here: 

 

 
 

Now you can step past all of these tests until 004E3E76: 

 

 
 

Let’s think a little.  Why do I stop here? Well, that’s because if this jumps we can’t avoid the JMP at 

004E3E99. And why would I like to avoid that? First, because it jumps back to a badboy, but also if you look 

after the JMP you’ll see that there is a call to RegCreateKeyExA . That must be the right way, but why 

should it open the registry if we enter a wrong serial?  It only makes good sense to open the registry if it 

thinks we have entered a correct serial and now is preparing to write it in to the registry.  

 



Place a bp here and change the flags so it does not jump. The next JNZ at 004E3E7A will not jump so just 

step over that. Then we come to JE on 004E3E81. Here Olly will not jump, but we just found out that we 

need to avoid the JMP command at 004E3E99. Place a bp and change the flags so we jump.  

Press F9 and now the target runs without the Badboy showing!! If you try to choose the Registration menu, 

you’ll see the “Registration” is grayed out. Try to choose the about dialog and you’ll see this:  

 

 
 

Click “close” and return till Olly and lets us make the serial check patch 

Applying the Serial patch 
 

In Olly, go to the first bp (open the bp list and click) 

 

 
 

The first JNZ on line 004E3E76 could just be NOPed out, but then we should also change the JE to a JMP.  

Instead we could just change the “JNZ  SHORT 004E3E83” at 004E3E76 to “JMP SHORT 004E3E99”, so let’s 

do that and save the changes to file. (Actually, you can make the target jump to 004E3E99 before it checks 

the format on the serial-  you can play with it if you like.) 

 

Run your new file and you’ll see that it runs fine.  

 

  



Going Online 
 

Now, when you’re sure the program works offline, Connect to the net. We now try to provoke the target to 

make a server check so we can patch it. Open your browser, download a file, and open the about box again 

on your program to provoke the target to make a server check.  

  

(If all other attempts fail you can cheat and open the program in Olly. Goto 66C910 in the dump and change 

the byte from 1 to 0 save it and restart the target). 

Finding the First Server Check 
 

You now should have seen this nag 

 

 
 

If you try to go offline, you will find out that it now does not work even if you’re online. So let’s open the 

target in Olly again. Run it and the Nag appears. Let us use the same trick as on the badboy from the serial 

check. Pause Olly, Press ALT+F9 (Execute till user-code) and Click Ok and, BAM, Olly breaks here: 

 

 
 

Olly breaks again right after the MessageBoxA (showing the nag) but how did it come here? Look at address 

0043CAD4. Olly shows us that a jump ends here and right before, at line 0043CACF, there is a jump “back in 

the code”, so we can only come to this code by a jump that ends at 0043CAD4. Click on it and look in the 

information window where it comes from and follow it. You should be here now: 

 

 
 



The only jump to get past this is that JA on 0043C999 but if you change that It just goes to the registration 

dialog. Now use your brain; the command on 0043C99B: JMP DWORD PTR DS:[EAX*4+43D2DC] 

 

Where does this JUMP command jump to? It is not a constant address,;it uses EAX to calculate where it 

should go. So if we changes EAX it should go some place else right?  

Then again take a look at the JE on 0043C987. It jumps if EAX (again it is EAX who decides) is Zero, and here 

is what it jumps over; “MOV DWORD PTR DS:[694D2C],1” 

That looks like some kind of a pointer to me, let us take a look. Set a bp on that (j.e. on 0043C987) and 

restart the target. 

  

(Do you understand that because both a pointer and the jump to the Nag, as well as the switch, is being 

decided by EAX? It has awaken my interest. Now I must see if the JE is taken or not because I don’t know if 

the pointer should be 0 or 1. Thereafter, I’ll trace in to find where it sets EAX but I’ll wait until I know what 

the pointer should be. Remember, only if EAX is ZERO will it  jump past the pointer). 

   

 
 

Well, it does NOT jump, so we can assume that the pointer should NOT be 1. Okay, then we need this to 

jump and we know it only does that if EAX is zero, so let’s go into the call at 0043C975 where it sets EAX. 

Look after what EAX is now. It is 3. Now we know what to look for in the call. Set a bp on that call and 

restart. (You cannot check it by changing the flags because that will only change the pointer, not the 

destination address for the jump.) 

Olly breaks at the Call. Press F7 (step in) and you get here 

 

 
 

Now scroll down. We are looking for a something like MOV EAX,3 and then a RETN command (because we 

know EAX was 3 after the call). Keep scrolling- it is a long Routine, until you come here: 

 



 
 

There at 0043DDB9 set a bp and see if Olly break there when you run the program. BAM, Olly breaks 

 

 
 

Now you know EAX should be 0, so let’s change the code so it moves 0 into EAX instead of 3. Press space 

and change the code to MOV EAX, 0. Hit “Enter” (and thereafter press “Cancel”), then press F9. Yes! The 

target starts and now you can feel joy for about 4 sec. before a new nag pops up: 

 

 
A new Server check FFS!! Do not panic we will kill this one to 

Finding the Second Server Check 
 

Let’s use the same approach as at the first nag. Pause Olly, Press ALT+F9 (Execute till user-code) and Click 

Ok and BAM Olly breaks here: 

 

 
 

You can see we now are in a switch. Scroll up and let us see where this is called from. Keep scrolling and 

you come to this 

 



 
 

Now make a search for constants for this case (146F) and press “Ok” 

 

 
 

You only find this one hit: 

 

 
 

Hmm, and how did we come here? Look at 00451E6D: “Case 6F switch 00451A03”. So let’s once more 

search for the constants, but this time when you find the first hit, right-click and chose “find reference to 

immediate constant”. Look here: 

 

 
 



Here we have many hits but we will only look into the “Push” 6F, so set a bp on all the “Push 6F”. Restart 

the program and run it. (Before running the program again, remember to apply the patch for the first 

server check). Bam Olly breaks. 

 

 
 

 

This could be the badboy . Can you see that SetTimer call? This is where it sets the timer for the bad boy, so 

we would like to avoid this. There are two SetTimer calls here, so it would be weird if it was the JNZ on 

00445EBE between the SetTimer calls. We should change this because we don’t want any timer around the 

bad boy to be set, so let us scroll up a little.  

 

 
 

Here at 00455E63 is the first JE we come to, before any of the SetTimer Calls, and if you follow it, you’ll see 

it jumps to 00445ED2 right after the SetTimer Calls! It must be it.  

You could place a bp on this JNZ at 00445E63 and restart Olly, but then you will be disappointed because 

Olly doesn’t break there. That is because Olly will jump at 00445E5F, right over our JE at 00445E63. (I was 

not sure when I ran the target the first time so I just placed a bp oat 00445E5F, 00445E61 and 00445E63 to 

be sure to break.) Place a bp oat the JMP 00445E5F and restart Olly 

 

 



The Final Patch 
 

We know it should not jump here, so we could just NOP this JMP at 00445E5F and make the JE at 00445E63 

to a JMP. Then the program will always jump over this SetTimer call for the last bad boy. 

 

(There are lots of ways to do it. Again you could also just make the Command “JMP Short 00445E65” to 

“JMP Short 00445ED2”, but it is a little more risky.) 

 

Save the first and second server check patch to the file and you did it!! 

 

So all in all we made these patches: 

 

Serial patch   at: 004E3E76  Change “JNZ  SHORT 004E3E83”  to “JMP SHORT 004E3E99” 

Sever Check patch  at: 0043DDB9  Change “ MOV EAX,3” to “MOV EAX,0”             

Sever Check Patch 2 at: 00445E5F    “JMP SHORT 00445E65” to “JMP SHORT 00445ED2” 

Final Notes 
 

Yeah that is it, you can run the program without the nags from the server check and you can still check for 

updates. Many server check are bypassed by changing the Http:// address they are pointing at, but then 

you normally can’t update. With this approach you can do it all.   

 

For questions and discussion regarding this tutorial and other interesting stuff go to R4ndom’s forum: 

  

http://www.thelegendofrandom.com/forum/index.php 

Thanks for now.. 

-XOR06 

Thanks to: 
 

Random for showing me the light again 

NwoKiller for all his help  

DMichael for sharing his wisdom 

The TPoDT team 

 

Without these guys this wouldn’t be possible. 
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