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Tutorial #7: More Crackmes
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Welcome to Part 7 of of R4ndom'’s tutorials on Reverse Engineering. This time, we will be cracking two
crackmes; one to re-iterate last tutorial’s concepts, and one that we are going to have a little fun with & In
the download of this tutorial, you will find these two crackmes as well as the program “Resource Hacker”
that we will be using on the second crackme. You can also download this on the tools page.

Let’s jump right in. Load up canyou.exe (make sure the canyou.dll file is in the same place) into Olly:

pre] (411

As | have said before, one of the most important things you can do before getting started is running the
app and studying it. It gives you a plethora of information; is there a time trial? Are certain features
disabled? Are there a certain amount of times it can be run? Is there a registry screen that you can enter a
registration code ?

These are all really important things to know, and as you get better in reverse engineering, you will gain
more and more experience as to what you should be looking for (how long did it take to validate the code?
Is it forcing you to a web site?...)

When we run the app we get:

M ;Can you CrackMe? @@@1

r
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and after entering some data we get:

i{Can you CrackMe?

1+K

-

Find r

and we see what ASCII this crackme has to offer:

-
K3 Text strings referenced in canyou:.text Q@@

fieldt™

fieldt™

Well, we obviously see a couple of important ones here. The first thing we notice is that something MUST
be entered into each field:
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fisldt”

fisldt”

an unauth

This should start looking familiar: we have a bad boy, followed by a good boy, with a very obvious jump
right before the bad boy, presumably jumping to the good boy. Also, | want you to notice that before the
jump is a call to the Windows API Istrcmpi. If we right-click on that and choose “Help on symbolic name”
we see:

r

-
~ Win32 Programmer’s Reference g@@
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int Istrempi(
LPCTSTR |
LPCTSTR
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As you can see, Istrcmp compares two strings. This function is Very Important in reverse engineering and
you will see it over and over. It is used in many registration/password schemes to compare the string that
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the user entered against a string that the app either has hard-coded in or has created. If the string
compare comes back zero, the user has entered the correct info, meaning the strings are the same. If it
comes back non-zero, the strings don’t match. In the case of this crackme, our entered serial is probably
checked against an internal or dynamically created string, and if EAX returns a zero, they are the same,
otherwise they are not. Right know, Olly doesn’t know what these strings are going to be as we haven't
started the app and entered anything yet, but once we get going, Olly will replace the Stringl = ™ and
String2 = ™ lines with real strings. If we set a BP on the jump and then run the app, entering a serial (in

this case “12121212121212121212"), Olly will show us the strings that will be compared:

If you look at the lines above our jump instruction you can see that our password was compared with the
value “314216448336430", whatever that is. On return, EAX will contain a zero if they were identical and
anything else if they weren’t. Obviously, in this case, they are not going to match. The OR EAX, EAX is
just a fancy way of finding out if EAX was zero or not, and if itis zero, the “JE SHORT
canyou.0040129E” jumps to the good boy. | wanted to point this string compare routine out to you
because in future tutorials, we will need to find out how this 15 digit number was created, and searching
for Istrcmp can lead us to it's creation.

But in the mean time, let's do what we know. Set a BP on the JE instruction at line 401270 and re-start the
app. Enter a username and serial and Olly will break on our BP:

We notice by the grey arrow that Olly is not going to jump to the good boy and instead plans on falling
through to the bad boy so let’s help him with that:

and now Olly has it right:

FITITIIFIIITT
=

Let’s run the app to make sure:
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iCan you CrackMe?

Now lets...

This time we do not want to NOP out the jump as that would make the program show the bad boy every
time. Instead, we want to GUARANTEE that it jumps every time, that way it jumps to our good boy
message. So go to the the line our BP is on (you can open the “Breakpoint Window” and double-click on
the BP if you're lost) and let's change the instruction. Make sure you click on the JE instruction and then hit
the space bar:

Again, notice that the highlighted instruction has been entered into our edit box. Now, let's change this JE
(Jump on Equal) to a JMP (always jump, no matter what):

r ol

Assemble at 00401270 3

Click the Assemble button, and then the cancel button and you will see our change has been put in the
code:

No, let’s run the app and make sure it works:
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i{Can you CrackMe? @

Now let’s save this patch to disk. Remember, if you re-start the app you will have to re-enable the patch
(Patch Window, highlight the patch and hit space bar), but since our app is still running, we can just click
over to Olly, right click the disassembly window and choose “Copy to executable” -> “All modifications”:

Choose “Save all” and our new memory process window will open (with our patch at the top of it):
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Now, let’s save it to disk...right click in this new window and click “Save File”. Save it as canyou_patched
(or anything you want), load this new patched file back in to Olly and run it. You actually don’'t need to load
it into Olly anymore if you don’t want as the patch has been saved to disk- you can just run it from
wherever the crackme is. Just make sure you run the patched version & . Now, no matter what name and
serial you put in, you will get the good boy screen &

Let’'s now load up the second program, Crackme8.exe and run itin Olly:

Well, that certainly makes a point :0 Ummmm. After | enter my name and serial, which button do | press?
Well, let me try one:

¥ | Practice by keygenning this - Kwazy Webbit 2004 L—Jl
Name: |R4ndom

Serial: [12121212121212| Fuck it.

Now, Done usually means exit, so I'll try the other one. And............ , it quits the app. Obviously | should
have clicked Done (?). Regardless, let's take this opportunity to modify this program and have some fun
with it. Let's change the buttons to a more meaningful “Check” and “Done”, or anything else you prefer g
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If you haven't already, go ahead and install Resource Hacker. When you first run it, it looks like this:

[ %] Resource Hacker gm ]

File Edit View Action Help

L
[

Go ahead and load the Crackme8 file into Resource Hacker and you should notice a folder called Dialog
with a plus sign next to it. Open up the plus and click the plus next to the next folder (103) and you should
see something like this:

File Edit View Action Help

Now click on the 1033 and it will populate the right pane with data about this dialog, as well as open a
reference dialog showing what it looks like:


http://thelegendofrandom.com/blog/wp-content/uploads/2012/06/233.png
http://thelegendofrandom.com/blog/wp-content/uploads/2012/06/243.png

| =] Resource Hacker - C\Users\Random\Desktop\Crackme8.exe

, EDIT, ES_LEFT
, EDIT, E5_LEFT
1, STATIC, S5_LEFT

%] Dialog - 103

K Practice b genning t

Name:
Serial: [ Fuckit.

At the top of the right pane you can see some generic data about the window such as the font, the caption,
the styles etc:

1 DIALCG

STYLE CENTER | W5_CAPTION | W5

CAPTICHN "Practice by key ing

LANGUAGE LANG ENGLISH, SUBLANG ENGLISH U5
FONT

and underneath this you can see details about all of the elements in this dialog, including the “Name” and
“Serial” labels and the two buttons. Let’s change this dialog to our own liking, shall we? First change the
two button names to “Check” and “Exit":

CONTROL
CONTROL
CCNTROL

Now, let’s change the caption at the top:

| WS _CAPTION | WS SYSMENU
CAPTICH "Super Sweet Ultimate Crackme!™ |
LANGUAGE LANG ENGLI LANG ENGLI
FONT yatem™

EDIT, ES_LEFT |

Now click the “Compile” button at the top and you will see our dialog update:

=] Dislog - 103 lx)

Super Sweet Ultimate Crackme!

Name:

Serial: Exit.
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Well, that's better. Let's just save it (“File” -> “Save”) and load this new crackme into Olly (the original
crackme was saved by Resource Hacker as Crackme8_original), and run it:

Super Sweet Ultimate Crackme!

Name: |

Serial:

Ah, that’s better. Now we can officially start...

You should know the drill by now. Let’s search for text strings:

@ Text strings referenced in Crackmed: text

There are two things we learn; 1) the serial must be a number between 1 and a gazillion and 2) we know
where the good boy and bad boy messages are being generated. Lets go to the good boy message:
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PUSH ESI

PUSH ZEZ

PUSH EDI

CALL DWORD PTR DS: [<&USERZZ.GetDlaltemInt»]
CHMP ERKX,ESI

JME SHORT Crackme. 38461126

FlISH ESI

FPUSH Crackmef. BA4E223A4

FUSH Crackmed. BA4E82348

FlISH EOI

CALL DWORD PTR D0S: [<&USER3Z.MessagsBonAl]
JMP SHORT Crackmed. Ba4a18C3
FUSH ERA

LEA EAX,[LOCAL.121

PUSH ERA

CALL Crackmes.Da4a1a00

TEST ERw, ERR

FOF ECk

FOF ECK

FlISH ESI

JE _SHORT Crackmef.8604E61130
FUSH Crackmed. BA4A2335

FUSH Crackmed. BA4E232C

JHP SHORT Crackmed. 88481117
MO ERK, DWORD PTR DS: C482384]
FPUSH CrackmeZ.Ba482324

IDIW ECH
FUSH OWORDO FTR DOS5: [ED-#4+402E022]

FLISH EOIL

CALL DWCORD PTR O5:[{&USERSZ.MessageBonAlx]
IMC DWORD PTR DS:[4@2384]

CHP DWORD PTR DS:[4@23B41, 6B
JME  Crackmed. BB4A1EC

FUSH ESI

FUSH EDI

JHP Crackmed., AE4a1803

Moy ERX, CARG. 11

MOW QWORD PTR DSz [4823ACT, EFX
JHPHCEaCkNES.BB4BIBC9

Crackmed. 88481683

&

SMDRD FTR DS:[{&KERHEL32. GetModu leHand LeR
EE?RD PTR DS:[<%USERZ2.0ialogBoxParamA’]

a
g DWORD PTR DS: [<&KERMELSZ.Ex itProcess>]

ControllD = 3E2 (1081.)
hlind = BAL1SEESC

lDSuccess = ¢EFDDEEE
GetOlaltemInt

RSCIT "FFFT.”

ASCII "Thats not a proper 2erial..

hiwner = BA1SEEGC
MessageBoxA

HE1SEF 22
BE1ZEF 22

ASCII "RIGHT'

ASCIT "You got itt™

Title = "WROHG™
BE1SEF2S
Tent =

hilwner = BE1ZEEGC
MessageBoxA

Use a normal number between 1

"Mow now, that wasn"t even close.~n%ou gotta try harder.™

Case 118 (WM_IMITDIALOG) of switch B048182C

LFaram = HULL

OlgFroc = Crackmes.B88481823
hOwner = MULL

pTemplate = &7

pHModu le = HULL

GetModu leHand LeR

hInst = MULL
DialogBoxParcamA

ExitCode = B

ExitProcess

and we double-click into familiar territory. We see the good boy routine beginning at 401131, and the bad

boy starting at 40113D. We also see the jump (JE SHORT Crackme8.0040113D) at address 401131
and the compare (TEST EAX, EAX) at address 40112A. Let's set our BP at address 40112F and run the
app. Enter a name and serial and click “Check”. Olly will then break at our breakpoint:

Ga4E1125 EZ D&FEFFFF
25CH

<

ac
38234880
2C234880
DA

B4z234080
24234880
e

*

o

FPF3

FF249E Z22A4666
&7

FF15 18264666
FFEE B423400H0
3330 B4234008 BB
8FS5 SEFFFFFF

=

7

CALL Crackmes.Ba481808

TEST _ERH,EAX

FOF ECA

FOF ECH

FLIEH EST

JE SHORT CrackmeS.8@4E1120
PUSH Crackmed. BR482333

PUSH Crackmed. 8482320

JHFP SHORT Crackme2.B8481117
MOU ERE.DWORD PTR DS: (4823841
PUSH Crackmed.da4a2324

PUSH GE

FOF ECR

cog

IDIW ECH

PUUSH DWORD FTR DO5: [EDH#4+4E26221

FLEH EDI

CALL DWORD PTR OS: [<&USER22.HMessageBouAl]
IMC DWORD PTR DS:[4@23E4]

CHFP OWORD PTR_DS:[4823E41,56E

JHE Crackmed. 88481800

PUSH ESI

PUSH EDI

HASCIT "RIGHT™

ASCIT "You aot itt"”

Title = "WROMG'"

Text = "Wle"re just as far as when we started

e

hilwner = BA45E5ES [ *Super Sweet Ultimate Crackmet’,class="#§

MessageBoxA

We can see that, unaltered, Olly is going to jump past our good boy and straight to the bad boy. You know
the routine...clear the zero flag and run the app:

B ' Super Sweet Ultimate Crackme!

Name:

Serial:

|Fl4ndum
11234567

SHORT CrackmeS.Bad4a1130 |
E4E2338

e
Iu
SH

ECH
OWORD PTR DOS: [EDK#4+462

SH EOI
LL DWORD PTR DOS:[<&USERZ2.
C DWORD PTR OS: [4823E4]

FRIGHT™

You got it! g oo

oK

E "WROMG™

= BE45EEES
EonA

itH
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And success. Now let’s quickly create a patch: Re-start the app, go to the breakpoint (through the
breakpoint window), click once on the JE instruction and hit the space bar and NOP out the jump so that
we always fall through to the good boy:

ES 4EFFFFFF

Hit “Assemble” then “Cancel. Right click and choose “Save to executable” -> “All modifications” and
choose “copy all”. Right click in the new window and select “Save file” and save it. You now have a
patched and resource-altered crackme that will take any serial number you put in and display the good boy
message &

| wanted to just mention that Resource Hacker is a fun and very useful little program. It allows you to not
only change many things in a file (strings, icons, labels, buttons, captions) but it also let's you change
many things in Windows itself (the START button, context menus, the computer’s ‘About’ dialog etc.) In
fact, Resource Hacker is what | used to change all of the icons in my version of Olly!

-Till next time

R4ndom
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